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2.0 ® Pentium® 4 2000 7
1999 9

1.0

Applied Cryptography, Second Edition Schneier B. JohnWiley & Sons 1996

[1]
[2] TheArt of Computer Programming, Vol. 1, Seminumerical Algorithms, Third Edition Knuth
D.
Addison Wesley 1998
[3] ®
: ( 243191))
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e RSA

e Diffie-Hellman
e ElGama

e DSA

e  SSL(Secure Sockets Layer)

B. Schneier, 96[1]
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2.2

2.3
SSE2

pmul udq — Packed Multiply Double-Word to Quad-Word Unsigned
2
2 64
32
4

paddq — Packed Add Quad-word 64 bits

SSE2
pshuf d — Packed Shuffle Double-Word

psl I dg, psrldg—Packed Shift Left/Right Logical Double-Quadword

e psllqg, psrlg —Packed Shift Left/Right Logical 128
e novdqua —Move Double QuadWord Aligned 16
16

2.3.1
e pnul udq paddq

SSE2

16 1

prul udq 1
4
. SSE2 128
1
SIMD
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3.1
SSE2

e SIMD

3.2

SSE2
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5 C/C++
1
/1 AO..i-1] = Miultiplicand 1
/1 B[O0..j-1] = Multiplicand 2
[/ T[O..i+j-1] = Result
/1 WORDS = nunber of words in nultiplicand
/1 Assunptions: Tis initialized to zero
/1 A Barein LSB to MSB order

unsi gned short Al WORDS] ;
unsi gned short B[WORDS];
unsi gned short T[WORDS] ;

BigMiltiply ()

{

unsi gned short i,j,carry;

unsigned |long result;

for(i =0; i < WORDS; i++)

{
for(carry =0, j =0; j < WORDS, j++)
{

result Ali]l] * B[j] +t[i+] + carry;
t[i+] Lowsrd(result);
carry = H Wrd(result);

}

T[i+j] = carry;

01/12/06
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6 SSE2
16 128
128
32 29 ( )
2 128
16
( )
2

/1 Sonme variables and functions shown bel ow do not exist per se in
/1 the actual code, but are inserted here for clarity

For each set of four values in A
For each set of four values in B
For each possible pair A[i],B[j] (taken two at tine)
Conpute Ali]*B[j]
Split product into 32-bit carry/sumportions
Add product to the appropriately aligned set of partial products
Carry =0
For each col unm of out put
Add the corresponding two colums of partial products
Put the lower 29 bits into the output colum
Carry = Upper 35 bits of the results
Qut put the carry

#define DIA TS 36
#define DI G TSTI MESTWD 72
#def i ne DI G TSM NUSFOUR 32

/1 This version uses delayed carry and 29-bit multiplies.
/1 Specifically, no carries are done until all of the partial sunms have
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/1 conpleted. By using 29 bits only, we guarantee that the sumof all the
/] partial suns will fit in 64 bits. This makes it nuch cleaner to support
/1 the sequence of

/1 PSHUFD (align two nultiplicand digits in halves of two XMM registers)

/1 PMULUDQ (do the multiply)

/1 PADDQ (store the result in the correct partial sum

/1 Also, we use two result arrays that we can al ways do 16-byte aligned

/] stores and load. At the end, the two result arrays are 'stitched

/1 together at the sane tine the carry is being propagated.

/1 The added number of multiplications required for the shortening from

/1 32 to 29 bits is easily absorbed by the speedup in the rest of the

/] algorithm

11

int multiply ( int *a, int *b, int *t, int *u)

{

_asm {

/1 t and u are intermediate results.
/1 t will be used for the final results at the end
nov eax, dword ptr [a]
nmov ebx, dword ptr [Db]
nov ecx, dword ptr [t]
nmov edx, dword ptr [u]
nov eax, 0
outer:
push ebx
nmov ebx, dword ptr [Db]
/1 load b[i]..Db[i+4]
nmovdga xmml, [ebx + eax*4]
pop ebx

novdga xnmd, [ecx + eax*8+16]
novdga xnmb, [edx + eax*8+16]
nmovdga xm6, [edx + eax*8]
novdga xmmv, [ecx + eax*8]
nmov ebx, 0
i nner:

nmov edi, eax

add edi, ebx

push eax

nov eax, dword ptr [a]
[/ load a[j]..b[]+4]

nmovdga xmm0, [eax + ebx*4]
pop eax

01/12/06
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11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

There is an intricate little dance bel ow to:
1)Do the mninmal nunber of PSHUFDs
2)Do the m nimal nunmber of |oads, stores
3)Put the nmaxi mal distance between obviously
dependent instructions.
4) Make sure the result array pieces are 16-byte
al i gned
We are operating on permutations and conbi nations
of a 4x4 section of the multiplication

The technique for mnimzing PSHUFD is to

alternate the use of the target registers

for the PMULUDQ i nstruction so that we are
temporarily through with a register before
we step on it.

pshufd xm8B, xml, 0xO0

pshufd xmm2, xm®D, 0x32

prul udg xm®B, xnmR

paddq xnmd, xmmB

pshufd xm8, xmil, 0x11

prul udg xm®2, xmmB

paddq xnmb, xmmP

pshufd xmm2, xm®0, 0x10

prul udg xm®B, xnmR

paddq xnm6, xmmB

novdga [edx + edi *8], xnmb
novdga xm6, [edx + edi*8 + 32]
pshufd xm8B, xml, 0xO0

prul udg xm®8, xmmR

paddq xnmv/, xmmB

novdga [ecx + edi *8], xmiv
novdga xmmv, [ecx + edi*8 + 32]
pshufd xmm8, xmil, 0x22

prul udg xm®B, xnmR

paddq xnmd, xmmB

novdga [ecx + edi *8+16], xnmi
novdga xnmd, [ecx + edi *8+48]
pshufd xm8, xml, 0x33

prul udg xm®2, xmmB

paddq xnmb, xmmP

novdga [edx + edi *8+16], xnmb

01/12/06
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novdga xmmb, [edx + edi *8+48]
pshufd xm®, xmm0, 0x32
prul udg xm8, xmmR
paddq xnm6, xmmB
pshufd xmm8, xml, 0x22
prul udg xm®B, xnmR
paddq xmmv/, xmmB
add ebx, 4
cnp ebx, DA TS
j1 inner
novdga [edx + edi*8 + 32], xmb
novdga [ecx + edi*8 + 32], xmmv
add eax, 4
cmp eax, DIA TS
j1 outer

/1 Finally, we do the 29 bit carry cal cul ation

/1 and add the two result arrays
pxor 6, N6
nov eax, Ox1fffffff
movd nmmv/, eax
novg mD, [ecx]
movg mrb, MmO
pand nmr0, mmv
movd [ecx], nmD
psrlq m®, 29
nov ebx, 1
cl oop:
movg mD, [ecx + ebx*8]
novg nml, [edx + ebx*8-8]
paddqg m®O, mi
paddg MmO, mb
movg M6, MmO
pand nmr6, mmv
movd [ecx + ebx * 4], nmb
psrlq moO, 29

novg nmb, [ecx + ebx*8+8]
nmovg nml, [edx + ebx*8-0]
paddqg m®b, mil

paddqg m®6, mD

movg mrD, mmb

pand nm0, nmv

novd [ecx + ebx * 4+4], mD

01/12/06
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psrlgq m®6, 29

add ebx, 2
cnp ebx, DI A TSTI MESTWO- 1
il cloop
sub ebx, 1
movd [ecx + ebx * 4], nmb
}
return O;
}

01/12/06
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AP-941 Using SSE2 to Perform Big Multiplications — Per for mance Data

1:
( )
/ ®pentium® Il ®pentium 4
(733 MHz) (1.20 GHz)
C 1.16x 16 375 30.0
SSE2 2.32x 32 2.80

(Streaming SIMD Extensions 2)
ASM

2: 1
Pentium 4 (SSE2 ASM [ ) 10.7
Pentium 4 SSE2 ASM Pentium Il C 134

Pentium® 111
733MHz  Pentium 4 1.20 GHz
A-2
2
1 16
2
29
2 4 SIMD 2
2

8 8

. 2 (16x 16 332x 32 ) 4
4
( )

. Pentium 4
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3: Pentium IlI
Pentium Il 733 MHz
® Desktop Board VC820
BIOS V C82010A.86A.0028.P10
2 256 KB
128 MB RDRAM PC800-45
UltraATA 6.00.012
IBM DINA-371800 ATA-66
Creative Labs 3D Blaster™ Annihilator’ Pro AGP
nVidia GeForce256" DDR —32MB
NVidia 522
Windows' 2000 2195
4: Pentium 4
Pentium 4 1.20 GHz
Desktop Board D850GB
BIOS GB85010A.86A.0014.D.0007201756
2 256 KB
128 MB RDRAM PC800-45
UltraATA 6.00.012

IBM DJINA-371800 ATA-66

Creative Labs 3D Blaster Annihilator Pro AGP
nVidia GeForce256 DDR -32MB

NVidia 5.22

Windows 2000 2195
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